
This company is a global leader in genomics – an industry at the intersec�on of biology and technology. At the most fundamental level, the 
company enables its customers to read and understand gene�c varia�ons. The company referenced strives to make its solu�ons increasingly 
simple, more accessible, and always reliable.    

OBJECTIVE

ABOUT THE CUSTOMER

The company did not have a centralized pla�orm to manage external iden�-

�es and their access to IT systems. In order to maintain the iden��es and 
access provided to vendors and partners, this company was using mul�ple 
solu�ons from mul�ple companies. To manage these mul�ple pla�orms and 
irregulari�es, the company created separate teams to manage iden�ty and 
access for the external iden��es of various channel partners, customers and 
vendor organiza�ons. Addi�onally, this company had not found a standardized 
solu�on to onboard and off-board users daily. The company was also provid-

ing provisioning and de-provisioning processes for external users manually, 
crea�ng addi�onal work for an already busy IT department. Ul�mately, the 
company required a central interface where all external resources could be
viewed and managed from a single pla�orm.

CHALLENGES

SOLUTION OVERVIEW

Automate and customize onboarding process

Periodically revalidate external user accounts 
and their access privileges with custom 
recer�fica�on intervals, approvals, 
no�fica�ons, and remediate ac�ons. 

Provide on-demand provisioning of en�tlments 
across mul�ple directories and target systems.

Enable full control over authen�ca�on and 
authoriza�on by implemen�ng risk-based 
mul�-factor authen�ca�on and secure 
encryp�on technologies.

Ability to manage data on all the partner, 
customer and vendor organiza�ons. 

Enable to create training for external user at the 
�me of on-boarding.

Enable to manage the consump�on of external 
data.

Data stores on-premise, not on the cloud.

MS SQL Server database installed at internal IT 
infrastructure. 

IIS web server used to host the website; for 
data, we have used MS SQL server. 

To balance the load, we have used a load 
balancer.

Microso� Windows Server. 
The company required a centralized system that allowed users to increase produc�vi-
ty. This would be accomplished through automa�ng the process of onboarding, 
provisioning, de-provisioning, and off-boarding opera�ons across mul�ple directories 
and applica�on target systems. The company needed a solu�on where an out-of-box
centralized report could be generated, and a centralized place for other applica�ons 
could be housed. 

The company was also seeking for a unified mechanism for the processes such as 
syncing target system groups, reques�ng membership to users in those groups and 
removing assigned en�tlements.
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SOLUTION

ISSQUARED® proposed to deploy its EIAG (External Iden�ty Access & Governance) suite 
within the company’s intranet infrastructure system to solve the challenges the company 
was facing. A�er consul�ng with the company’s management, the ISSQUARED team imple-

mented its  EIAG suite.  This allowed the company to unify and automate services such as 
the external iden�ty life-cycle management.  The company was also able to create iden�-

�es, provision in target applica�ons or infra systems, grant en�tlements, remove en�tle-

ments, and change or suspend accounts.

The solu�on provided by ISSQUARED has also provided a centralized pla�orm where the 
company can manage all informa�on regarding external iden��es. The EIAG suite has 
enabled the company to pull a report and provide data on all the partner, customer and 
vendor organiza�ons.

Prior to working with ISSQUARED, the company used to provision external iden��es manu-

ally to the target system applica�ons. Now, EIAG simplified this problem via delegated 
authority such as custodians can onboard users and provisioning will take place using 
default target applica�on mechanism. Also, custodians can request en�tlements for users to 
access the authorized func�onality within the applica�on. The company can now also 
create training for users at the �me of onboarding. If addi�onal training is required, adminis-

trators can reference the LMS (Learning Management System) related func�ons within the 
EIAG and update it. 

The suite also enables the company to manage the consump�on of external data. Before 
implementa�on of the EIAG suite, the company had to gather the data manually and assign 
it to the app in order to balance the data consump�on. With the EIAG suite in place, the 
company now has a centralized place where it can connect to one or more applica�ons and 
provide all the required informa�on using REST API end points.

A centralized and automated external iden�ty and access governance (EIAG) pla�orm reduces risk, cost and improves opera�onal efficiency, 
thus elimina�ng the need for building and managing custom solu�on.  

User Onboarding  - Decrease the �me to produc�vity when new 
users get welcomed. It starts automated provisioning and
onboarding.

Enterprise Provisioning  - Automate provisioning/deprovisioning 
of accounts and en�tlements across mul�ple directories and 
target systems. 

Recer�fica�ons - Automa�cally re-validate user accounts and 
their access privileges with custom approvals and generate a 
report for managers to review and validate. 

Mul�-Factor Authen�ca�on -  Offers a robust Mul�-Factor 
Authen�ca�on mechanism that supports foremost third-party 
authen�ca�on tools, such as Okta.

Future Plans:  We have discussed with the company’s management to update the solu�on with new patches that provide the enhanced 
UI and performance. ISSQUARED will decommission outdated services and is planning to pen Rest APIs. The EIAG suite has limited 
integra�on connectors, allowing the company to invest in addi�onal products. The team at ISSQUARED has always sought to provide 
configura�on and integra�on with leading market products. The patches provided will now enable the company to develop custom 
connectors based on standard connectors with customized schemas, opera�ons, ac�ons, reconcilia�on methods. Lastly, the team at 
ISSQUARED will also add addi�onal features in workflow-driven Access Control.

KEY BENEFITS



ISSQUARED®

ISSQUARED® is one of the leading providers of end-to-end 
IT technology solu�ons, delivering fine-tuned services 
across IT Security, Cloud, Infrastructure, Unified 
Communica�ons, Industrial Opera�onal Technologies and 
other solu�on areas. For many years, ISSQUARED® has 

been helping several Fortune 500 organiza�ons and 
delivered several mul�-million-dollar projects. Our proven 
exper�se takes our clients through a seamless digital and 
security transforma�on, resul�ng in rapid business benefits 
and posi�ons them for future success.

ISSQUARED® is headquartered in Westlake Village, 
California, US. It offers global delivery capabili�es with its 
presence across the UK, Ireland, the Middle East, India, 
Singapore and other parts of the US too.
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